AIS Advancing the Professionals | Connecting the Community | Excelling the Profession

AiSP News & Highlights

Visit our AiSP Cyber Wellness website for more cyber tips and updates!
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Visit our website here to get updates on the latest cyber tips, news and activities related to cyber!

AiSP Events and Updates

AiSP Knowledge Series — Identity & AiSP x IASA Seminar Cloud Security Summit 2022
Access Management Enhance IT Security with Enterprise 26 September 2022
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@ lustCo (Marina Square) es .
Boulevard, #03-308, Singapore 039594
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‘Guest of Honour: Mr Tan Kiat How, Senlor Minlster © Lookout =it
of State, Minisiry of Communications and
Informstion & Winlstry of National Development,
TTAB Advisor

In this Knowledge Series, we are excited to [ Businesses must ensure that their IT security | Tpe inaugural AiSP Cloud Security Summit

have GlobalSign and Saviynt to share with strategies are aligned with and support 2022 is an important event of the year,
us insights on Identity & Access business objectives, that they consistently organised by the AiSP Cloud Security Special
Management. Based off Information Security | comply with regulations through adherence to | |qterest Group with partnership and support
Body of Knowledge (BOK) 2.0 content policies and internal controls, and that they from NTUC U Associate & TTAB. The

topics, AiSP has been organising a series of | provide accountability in order to manage risk. programme schedule comprises of key notes
knowledge-sharing & networking events to | Enterprise Architecture (EA) framework serves | ¢ tions panel discussion and workshop. Th’e

enable our members with a better as a standard for aligning business and IT | qame for the summit is Accelerate your cloud
understanding of how 1S-BOK can be objectives and governs IT security throughout security Journey. This event is organized for
implemented at workplaces. the organisation. To thrive in the digital anyone with an interest or wish to find out more
business, AISP and IASA have collaborated to or understand more on the landscape of Cloud
Register here provide security professionals with high-impact Security.

EA training programmes that are globally

certified and supported by IBF and SkillsFuture. Register here

Register here



https://www.aisp.sg/aispcyberwellness/index.html
https://us06web.zoom.us/webinar/register/4316596859661/WN_z2gqLfgBRha5Utwsdefx6Q
https://www.eventbrite.sg/e/aisp-iasa-seminar-enhance-it-security-with-enterprise-architecture-tickets-409759942017
https://www.eventbrite.sg/e/396960358117/
https://www.aisp.sg/aispcyberwellness/index.html

AiSP Events and Updates

Anti-Malware Day
3 November 2022

. Malware Awareness Day 2022
3 Nov
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DaterTime 10am
Venue : Huawei Dig X Lab

AISP SSA g Huawel

3rd November has been dedicated as Anti-
Malware Day. On this day we will like to
honor all the cybersecurity professionals at
the frontline and behind the scene on the
collective effort to stamp out on malware.
There is no better way to prevent malware
than raising awareness hence Huawei
together with AiSP will like to present you
Malware Awareness Day on 3rd November
at Huawei DigiX Lab. Come and hear from
our VIP speakers Mr Yum from CSA,
Ferdinand Fong from Wizlynx and Jeffery
Zhang from Huawei.

Email karen.ong@aisp.sg to RSVP now.
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For all Ordinary Members (Path 1), we are

open for registration!
Visit our website https://www.aisp.sg/avip.html

Membership. Please send in your form to
membership@aisp.sg and the required
documents in a password protected zip file.
Send us the password through our telegram at
https://t.me/AiSP_SG

pleased to share that AVIP Membership is now

to find out more about the entitlements of AVIP

Registration for NTUC Social
Membership extended!
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AiSP is collaborating with NTUC to provide an
exclusive membership package for AiSP
Members only at $10/year (inclusive of GST).
The membership includes the Link Rewards
programme and offers the same benefits as the
NTUC Plus! Card. You may click here for the
benefits of the Plus! Card. It will include AiSP
logo on the Link card as well.

Please refer to the images below for more
information on the NTUC Social Membership.

Don’t miss this opportunity to join 2 million Link
Card members and enjoy Singapore Largest
Rewards Program! Please fill in the form below
and make payment if you would like to sign up
for the membership.

https://forms.office.com/r/JVTT8t9Bx8



mailto:karen.ong@aisp.sg
https://www.aisp.sg/avip.html
mailto:membership@aisp.sg
https://nam12.safelinks.protection.outlook.com/?url=https%3A%2F%2Ft.me%2FAiSP_SG&data=04%7C01%7C%7Ccc266e9e192149aa55fb08da001016f5%7C84df9e7fe9f640afb435aaaaaaaaaaaa%7C1%7C0%7C637822366357468778%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000&sdata=pSZvt4fQEFPVEUWUZ7N0ZM8nT1oezo1836XE3RNWlGM%3D&reserved=0
https://forms.office.com/r/JVTT8t9Bx8

Bug Bounty Programme by
MINDEF
3 - 14 September 2022

MINDEF Bug

Bounty Programme
Registration Form

MINDEF will be organising bug
bounty programme from 3 to 14
Oct 2022.

We are pleased to extend the
invitation to all local white hats
communities to participate in this
BBP.

Please note that it is for
Singaporean and PR only. Do

SMEICC Conference Series
2022
13 & 14 September 2022

RECISTER
HERE

ASCENDING BEYOND

Singapore’s largest and only
bilingual SME conference for the
past 24 years, the Singapore
Chinese Chamber of Commerce &
Industry presents its flagship event,
SMEICC.
For the latest information of the
event, you may visit

WWW.smeicc.org

To find out more about SMEICC
2022 programme, click here to view,
https://www.smeicc.org/programme

indicate AiSP under Organisation.
The bug bounty programme
vendor will be reaching out to

other white hats globally as well.

Do keep a lookout for
HackerOne’s call for participation
in MINDEF Bug Bounty
Programme.

Appreciate if you can fill in the
registration form by 3 Sep 22 via
the FormSG link below.
https://form.gov.sg/6307a6e1038
6aa0012a259cd

Shortlisted participants will be
notified through their registered
email.

We look forward to your
participation!

Thank you.

/

Register here

security posture, we invite you to our

by certified instructors. Lunch will be

Cyber Courses
September 2022

To help strengthen your cyber

Cyber Range Essential and FIRE
Training courses conducted in our
state-of-the-art cyber range facility

provided on both days. Take
advantage of the SSG funding and
sign up today!

Registration links:
12 & 13 Sep 2022 | Cyber Range
Essentials

The Human Factor Our
Weakest Link in
Cybersecurity
15 September 2022

The human is the main attack vector
for cyber criminals. The presentation

explains why this is so, what the

current phishing trends are and what

can be done against them. The
presentation is rounded off with the
challenges and success factors that
the CISO has to consider when
introducing his awareness
programme.

Register here



https://form.gov.sg/6307a6e10386aa0012a259cd
https://form.gov.sg/6307a6e10386aa0012a259cd
http://www.smeicc.org/
https://www.smeicc.org/programme/
https://www.smeicc.org/programme/
https://www.smeicc.org/registration
https://www.enterprise.singtel.com/webApp/event-reg-cs-cyber-edu-cyber-range-essentials-sep?utm_source=email&utm_medium=event&utm_campaign=cs-cyber-edu&utm_content=cyber_range_fire_training
https://www.enterprise.singtel.com/webApp/event-reg-cs-cyber-edu-cyber-range-essentials-sep?utm_source=email&utm_medium=event&utm_campaign=cs-cyber-edu&utm_content=cyber_range_fire_training
https://zoom.us/webinar/register/WN_NnTvpdghQ_OVYpRi35yBCQ
https://www.smeicc.org/registration

Mastercard Cyber & Data Security with Rubrik and GOVWARE 2022 Singapore Fintech Festival
Security Summit Fortinet 18-20 October 2022 2-4 November 2022
19 September 2022 22 September 2022

— GOVWARE 2022

- CONFERENCE AND EXHIBITION WORLD'S LARGEST g PRQOUD PARTNER

18-20 OCTOBER | SANDS EXPO AND CONVENTION CENTRE, SINGAPORE FINTECH REUNION OF SFF 2022
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The digital economy in Asia — h T P s o
Pacific is on an upward i . .
trajectory. . . . . Join top policymakers, global |Singapore welcomes you to the
Join Rubrik, Fortinet, and Exclusive|business leaders and cybersecurity|  7th edition of the Singapore
We would like to invite you to Networks to hear subject-matter | community at GovWare 2022, 18- |FinTech Festival (SFF) on 2 — 4
join us at Mastercard’s inaugural |. experts discuss the benefits of 20 October, in Singapore! November 2022 at Singapore
Cyber & Security Summit where integrating Fortinet and Rubr!k into EXPO.
we will discuss top-of-mind your agency's data security Members of Association of
; : ; solution. Information Security Professionals . .
cyb_ersecurlty t_oplcs that will AISP : S$¥200 H th SFF is organised by the
include Digital ID and . (AISP) enjoy off the Monetarv Authority of
verification, customer experience Register here GovWware Conference Pass with Jvionetary Authority 0
and crypto promo code GWxAISP when Singapore, Elevandi, and
' registering. Constellar and in collaboration
Please register below by 12 Applies to standard rate only and | with The Association of Banks
September 2022 to indicate your limited to the first 200 registrations in Singapore.
interest. with this promo code.
) Register here
Register here Register here

IMDA's New Initiatives to Support SMEs in Data

Career Opportunities with CSIT
Innovation and Protection

Harness the Value of Data & Strengthen Your Data Protection Practices through the Career Opportunities with CSIT
Better Data Driven Business (BDDB) & Data Protection Essentials (DPE) Programmes!
- - g L B S P 1
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quickly in the event of a data breach. Grants available! PetkmEyy
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2. Acquire New Customers @ -"E I -i‘ Foel gul iieees ardd o
3. Retain & Engage Your Customers Recognised by being listed  Potential mitigating factor T oamms
4. Lower inventory Costs on IMDA’s website and by the PDPC in the event
. awarded the DPE logo of adata breach
5. improve HR Planning
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Small & Medium Enterprises can harness the value of data to
upscale their business while ensuring an environment of trust with
the Infocomm Media Development Authority of Singapore’s Better
Data Driven Business (BDDB) and the Data Protection Essentials
(DPE) programmes. Grants available!

Passionate about cutting-edge technologies? Join us in our work to
conduct applied research and build products to meet Singapore's
national security needs! Click on the link to explore careers in the field
of Cybersecurity, Software Engineering, Data Analytics, and Cloud
Infrastructure & Services.

www.imda.gov.sg/bddb
www.imda.gov.sg/dpe

Click here



https://app.micepad.co/pages/#/register/mastercard-ci-security-summit-singapore
https://app.info.exclusive-networks.com/e/es?s=1583091431&e=186835&elqTrackId=04359eea0f554a058348597c263f1192&elq=613873d69d694e399cbb44b6a89ba06a&elqaid=18772&elqat=1
https://bit.ly/gw22-register-partners
https://www.gevme.com/SFF-2022/?promo=SFFSO_AISP
http://www.imda.gov.sg/bddb
http://www.imda.gov.sg/bddb
http://www.imda.gov.sg/dpe
http://www.imda.gov.sg/dpe
http://www.imda.gov.sg/bddb
http://www.imda.gov.sg/dpe
https://sgp01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.csit.gov.sg%2Fjoin-us%2Fcareers&data=05%7C01%7Cpang.cs1%40csit.gov.sg%7C1cb8395bc6f7438f489e08da8bed9b97%7Cf6f37b0d34bb4a45b5b56bd4e62607d3%7C0%7C0%7C637976149886523905%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=fJaq3kcFdEZW%2FPCierQ5PdLNLAqYWg%2B4sd1oKYMhASw%3D&reserved=0
https://sgp01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.csit.gov.sg%2Fjoin-us%2Fcareers&data=05%7C01%7Cpang.cs1%40csit.gov.sg%7C1cb8395bc6f7438f489e08da8bed9b97%7Cf6f37b0d34bb4a45b5b56bd4e62607d3%7C0%7C0%7C637976149886523905%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=fJaq3kcFdEZW%2FPCierQ5PdLNLAqYWg%2B4sd1oKYMhASw%3D&reserved=0
https://www.csit.gov.sg/join-us/careers

Regional Events

CDIC 2022
9-10 November 2022
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Cyber Defense Initiative Conference (CDIC) is one of the largest Cybersecurity and Information Security Conference in
Thailand and Southeast Asia, supported by several noted private and public sectors. Year after year, CDIC stands at the front
line that has been successfully providing a platform for IT & Cybersecurity technology, Digital transformation trends updating
with resiliency business community and networking, security affairs, sales and marketing in the information security industry in
Thailand for the consecutive 21 years.

This year's event is organized under the theme of "Optimizing Security of Things and Digital Supply Chain Risk". The
Importance of empowering cybersecurity for connected 10T devices, Risk management in the digital information age,
Blockchain technology advancements, Al-powered, Quantum brought use both the positive side in defense and the negative
side of the cybersecurity attack, including a summary of major changes major change of ISO/IEC 27002 new version that
includes the controls “Information Security, Cybersecurity & Privacy Protection” for ISO/IEC 27001 certification organizations
(ISMS) to know in implementing to take action.

The audiences from various industries come to the conference with genuine requirements and projects. Exhibiting at
CDIC 2022 gives you the opportunity to meet these requirements and serve the potential customers’ business problems and
solutions. Keep your brand in front of our powerful audience through a variety of speaking, sponsorship and media
opportunities to extend your brand beyond your stand. It’s a great opportunity not to be missed.

It is our great pleasure to invite your company to be a sponsor CDIC 2022. The event will be held on 9-10 November
2022 at Grand Hall, BITEC Bangkok, Thailand.

Please visit CDIC2022 website as the following:
CDIC2022's sponsors: https://www.cdicconference.com/sponsor/
How to become a sponsor: contact Vincent.toh@aisp.sg for sponsorship opportunities



https://www.cdicconference.com/sponsor/
mailto:Vincent.toh@aisp.sg

Professional Course Development

CICT

Conifiod | Cybersecurity Techaician

EC-COUNCIL, CREATOR OF THE CERTIFIED ETHICAL
HACKER CERTIFICATION,
launches the only entry-level cybersecurity

program in the world

WITH 85 HANDS-ON,
STATE-OF-THE-ART LABS:
REAL LIFE PERFORMANCE
BASED EXAM

Register Now! |

EC-Council, creator of the Certified Ethical Hacker (CEH) program, has launched the Certified Cybersecurity Technician (CCT)
certification to help you transition from an IT career or take the first step toward a rewarding future in cybersecurity.

The CCT program includes comprehensive lab-based exercises to verify and expand your practical skills, it offers a multidisciplinary
education in core security skills to help participants gain a broader perspective on the cybersecurity industry.

Start your cybersecurity career with EC-Council’'s CCT certification - the only baseline-level cybersecurity program that offers 85
performance-based labs, Capture-the-Flag challenges, and multidisciplinary training in a variety of cybersecurity skills.

SPECIAL PRICE OF S$917 for AISP MEMBERS!
CCT iLearn Kit - includes videos, e-book, cyber range labs and exam.
Email aisp@wissen-intl.com now!

Brought to you by Wissen International - EC-Council Exclusive Distributor
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AiSP Cybersecurity Awareness E-Learning
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On 7 January 2022, the Association of Information Security Professionals (AiSP) launched the Cybersecurity Awareness E-Learning. It was
launched by Ms Gwenda Fong, Assistant Chief Executive (Policy & Corporate Development) of Cyber Security Agency of Singapore.

In this E-Learning, we will bring you through a set of materials that will prepare your Business and your employees to embark on an exciting
journey in digital transformation and start your Business to be more secure. We will be covering:
1. Providing businesses with an understanding of the current digital business landscape
2. Deep dive into understanding the Digital better Transformation Journey
3. Risk and threats for the Business to understand some of the most crucial aspects and assessments.
4. How you can start to explore and secure your Business by handling data securely and setting up your initial cybersecurity
framework
5. Providing an understanding of your Business Obligations and the various regulations that will impact your process and impact the
Business. Sharing of different policies and guidelines such as PDPA, Cybersecurity Act, Computer Misuse Act
6. Your responsibility to ensure in the event of an incident, how the enterprise should handle

For just $7.90 ($8.45 inclusive of 7% GST) and you will get a Certification of Completion after completing the 6 modules within 30 days. Make
your first step in Cybersecurity and get the Certification now. Collect another certification to add to your list of certification.

For $7.90 ($8.45 inclusive of 7% GST), you will get:
1. Certification of Completion after completing all 6 modules & quiz within 30 days
2. Viewing of Cybersecurity talks and videos share by professionals in the platform within the 30 days

Sign up now at https://forms.office.com/r/izZmFEWKLY (Limited to first 100pax only)
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AiSP Courses to help advance in your Career & Knowledge

Cybersecurity Essential Course (Basic) Qualified Information Security Professional Course (QISP)

(SlLEPPING uP
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QUALIFIED INFORMATION
SECURITY PROFESSIONAL (QISP
- 5 DAYS-

As low as

SECURITY

CYBERSECURITY
ESSENTIALS COURSE

For:
People who are new to information security and in need of an introduction to
the fundamentals of security.
Those who have decided to make a career change
Professionals who are in need to be able to understand and communicate
confidently about security terminology.

Dive deep into the principles and concepts to manage and govern the aspects

Public: $1,600 (Before GST) of Information Security
10% Discount for AiSP Members: $1,440 (Before GST) Gain an understanding and appreciation for the cyber defence strategies and
different levels of security implementations

*Utap funding is available for NTUC Member Understand the importance of maintaining internal network defences against all
* SSG Funding is available! cyberattacks and threats.

Please click here for the upcoming course dates. Course Fees include Examination, while promotion last.

*NTUC UTAP funding is available for NTUC Member for this course.
Please email secretariat@aisp.sg for any enquiries. * SSG Funding is available!

To find out more on the Qualified Information Security Professional Course,
please visit https://www.aisp.sag/gisp_info.html.

Please click here for the upcoming course dates.

Please email secretariat@aisp.sg for any enquiries.

Click here for our Contributed Contents from our partners
Click here for the job postings available for a cybersecurity career

Click here to view the SME Cyber Safe Portal

Click here to view AiSP Cyber Wellness Portal

Our Mailing Address is:
6 Raffles Boulevard, JustCo, Marina Square, #03-308, Singapare 039594

Please click here to unsubscribe if you do not wish to receive emails from AiSP.
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